Abstract. Nowadays, there is great interest in developing telemedicine technologies. These technologies will provide health care from distance swiftly and lightly, as well as reduce the expenses for activities, such as rehabilitation. Telemedicine applications are possible due to the advances in information technologies and the ever-expanding communication network infrastructure. The network characteristics bandwidth, packet loss, latency, jitter and policies are crucial for the performance of tele-rehabilitation systems. Because in tele-rehabilitation human lives are at stake, guaranteeing the Quality of Service (QoS) is important. In this paper, an approach for assuring the QoS for information transmission in tele-rehabilitation systems is proposed.
Introduction
In the recent years, a great advancement in the development of technological and rehabilitation methods was observed. By combining rehabilitation and the advancements in Information and Communications Technologies (ICT), tele-rehabilitation arises. This is a subpart of telemedicine, consisting of a system for controlled rehabilitation "via the Internet" -an actual application possibility with a promising development in the future. A tele-rehabilitation system is a bilateral system, consisting of master and slave devices, which interact through a bidirectional communication channel, as shown in Figure 1 .
Various communication media can be used in telerehabilitation: transmission lines, wireless transmission or the Internet. Depending on the different environments, based on their performance, a decision for using TCP (Transmission Control Protocol) or UDP (User Datagram Protocol) for transporting the information has to be made.
TCP provides reliable two-way communication and guarantees data delivery at the cost of retransmissions and long timeouts that are detrimental to the performance of real-time applications, such as teleoperation. UDP does not require reception acknowledgments, eliminating unnecessary waiting time, which makes it appealing for teleoperation.
In tele-rehabilitation, improved quality video-assisted telecommunication services and devices, such as videoconferencing, webcams and telepresence, assist in treatments. Sensors and body monitoring data, voice, sounds, medical images and information related to telehaptics (the sense of touch), as well as virtual reality, can also be transmitted for rehabilitation purpose. Moreover, with the massive utilization of portable smart terminals, such as smartphones, laptops and tablets, web-based approach and mobile applications are becoming ever more common and can potentially be used for telerehabilitation.
In tele-rehabilitation, human lives are at stake. Hence, the consequences of an error or delays in information transmission could be serious. This is the reason why reliable techniques of networking must be developed and applied [1] . Particular stress should be laid on the importance of availability and reliability of the communication networks. Interruptions in network operation, e.g. introduced by a power cut, could cause errors or delays in the transmitted data. These specifics pose strong requirements for the bandwidth, delay, jitter, reliability and availability of the network connection for tele-rehabilitation.
Five fundamental network characteristics are crucial for the performance of tele-rehabilitation systems.
Bandwidth is a fundamental requirement that there is enough capacity in a network path for all of the packets to get through unimpeded. Packet loss is the amount of packets, which do not arrive correctly at their destination, and it should be less than 1-2%. Latency is the time delay between an event occurring on one site and the remote end seeing it. For a voice transmission with good quality, a latency of less than 150 ms is needed. Jitter is the time variation of latency among the packets, which can result in packets arriving in different order than transmitted. Jitter should be under 50 ms. Policies are introduced by network elements like firewalls and Network Address Translation (NAT) devices. If the traffic is encrypted for security, some additional aspects should also be considered.
The rest of the paper is organized as follows. In the next section, some telecommunication approaches for tele-rehabilitation purposes ensuring the required QoS are considered. We present the problem definition and motivations in section 3. In section 4, various categories of telemedicine data and their Quality of Service (QoS) requirements are described. The proposed approach for assuring the QoS for information transmission in telerehabilitation systems is described in section 5. Finally, we conclude the paper in section 6.
State of the art
In this section, some telecommunication approaches for tele-rehabilitation purposes guaranteeing the required QoS are considered.
In [2] to overcome instability, caused by unknown and varying time delay, an event-based teleoperation system is employed for synchronization of the robot and the operator. The developed teleoperation system could be easily adjusted to be useful for a tele-rehabilitation robot. UDP is used for sending operator commands and forcing feedback. Additionally, the size of packets for UDP compared to TCP puts less load on the communication channel. To avoid breakings in the control cycle, a server application monitors the control cycle's duration.
The effect of time delay can be reduced with latency tolerant control methods as presented in [3] . The proposed architecture is evaluated with three models of the system components: a master device, a slave device and a communication system. The master includes a controller and the human operator, which are connected via a high-delay medium to the slave model. The master side is where the "human operator" or the replacing automatic control device is located. The surgical staff can be found here, providing the control signals for the actuators of the slave. The communication system includes a transmitter, a receiver and a communication medium. In the deriving cascade setup, the time delay can be partially alleviated using appropriate predictive controllers, tuned to the master and slave systems [3] .
In [4] , the authors discuss the importance of provisioning QoS and information security in the field of medical care, focusing on the use of data communications, Internet, cloud and Smart Ubiquitous Computational Devices (SUCDs). They present possible scenarios, related to remote control of Medical Surgical Robots via the Internet. The main idea is to lay stress on the importance of QoS provisioning and cyber security in the field of telemedicine, which also applies to telerehabilitation.
To assess the convenience of the remote telelaboratory technique, different configuration architectures have been tested in [5] . For each of these configurations, experiments have been performed, consisting of 400 remote movements of a robot. These experiments use TCP and UDP protocols. Performance details, obtained from these experiments, show that the configuration with UDP is fastest and the most convenient one for traditional tele-robotic applications. A new software protocol, called Interoperable Telesurgical Protocol (ITP), has been developed, which is open and meant for sharing. The first data interface in ITP is a packet of 84 bytes, using the UDP network protocol for fast transmission. The small size of the ITP packet makes it suitable for high packet rates.
In [6] , the Secure ITP enciphers communications between the master and slave. The communications use TLS (Transport Layer Security), DTLS (Datagram TLS) protocols and the AES (Advanced Encryption Standard) cipher.
Analysis of the possibilities for providing real-time services for bilateral teleoperation systems on existing wireless infrastructures, using only application layer measurements without any information from the network layer, is presented in [7] . Since teleoperation systems should have a video feedback channel, the influence of video transmission on the transmission quality in the other two periodical channels is analysed. Based on the delay variation measurements of the two opposite directions, data channels identify WLAN (Wireless Local Area Network) problems.
The packet latency is observed and analysed in [8] . Teleoperation latency becomes noticeable to human users for delays above about 200ms, starts to be annoying at around 500ms, and significantly impacts the performance of tasks at 1s and longer. In order to provide true tele-surgical care, software systems need to be in place to protect the integrity of the signal and minimize the latency of data transmission between the surgeon and the patient. One way to protect remote surgery's connectivity is to send information over multiple communication pathways or routes.
An investigation into the use of SIP (Session Initiation Protocol) protocol for a telemedicine transition system was proposed in [9] . According to standard computing platforms and operating systems, it is easier to integrate SIP protocol into the application program. Second, SIP is an extensible protocol. Therefore, it is able to run a wide range of applications with a variety of media formats and loads. In the SIP protocol, a number of criteria have been developed for instant messaging, resource management, media streaming (video) and online friend management applications.
In [10] , a robotic tele-rehabilitation system has been developed to perform both interactive and cooperative bilateral rehabilitation. The system has been evaluated using four computer games, each with different specification of the data transmission and event management. In addition, robotic teleoperation techniques have been implemented to evaluate the performance and stability of the force reflecting strategy in the cooperative bilateral configuration. The internet communication between the robots has been performed through sockets, using the TCP/IP protocol stack.
A classification of the security threats against mobile surgical tele-robotic systems is presented in [11] . Communication networks security is an active research area and many existing strategies may be also applicable to tele-rehabilitation systems. Identifying those, as well as developing novel, specialized mitigation strategies, and analysing their impact on system's performance, security and safety, is an emerging research question.
Problem Definition
Based on the specifics of tele-rehabilitation and the resulting requirements on the network performance and QoS, a method for conforming to these demands for information transmission in tele-rehabilitation systems should be provided. The approach has to satisfy the requisites for bandwidth, latency, packet loss, jitter, policies, reliability and availability of network connection.
QoS Requirements
The data for telemedicine, which is transferred through a communication channel, can be divided into five main categories with different QoS demands:
x Voice; x Video; x Data from sensors; x Teleoperation; x Virtual reality.
Voice over IP (Internet Protocol)
In order to digitize human voice effectively, a sampling rate of 8 kHz with 8 bits per sample is needed, which results in a minimum data transfer rate of 64 kbps (kilobits per second). The delay must be less than 100 -150 ms. Some notable low bit rate compression algorithms used are ITU G.723.1 and G.729A. It is common to use silence compression to reduce the payload dramatically.
Video
The type of video, which is most important in telemedicine, is the video, which is transmitted in realtime. The throughput in raw format, without compression, varies depending on three main featuresresolution, frame rate and bits per pixel. For video with resolution 1920×1080 pixels, 30 frames per second, RGB (Red, Green and Blue) color components and 8 bits per pixel per color, a total video stream with data rate of 1.5 Gbps in raw format is produced. Techniques, which compress individual frames, have been developed. In addition, motion prediction is used to compress the data even further. Most of the time, the throughput for video transmission is dependent mainly on the motion within the images. Factors, such as resolution and scanning rates, are not so relevant. A full-resolution HDTV (HighDefinition TeleVision) stream, compressed with the MPEG2 method, requires 19.3 Mbps of data bandwidth. For online video streaming with 720p resolution, a 2.4 Mbps channel is required.
Every computation for compressing and decompressing the video adds delay to the total transmission delay. The greater the compression ratio used, the greater the latency introduced. The total delay requirement for video transmission is less than 150 ms.
Data from sensors
For this type of information, the requirements for throughput and delays are not so stringent. However, high requirements for data integrity are set. Efficient transport protocols are needed to provide correctly received sensors' data.
Teleoperation and Virtual reality
This category includes a mix of video, voice, text, sensors data and remote device commands, which are to be multiplexed and transferred through the communication channel simultaneously in real-time. A list of provisional network requirements for teleoperation and virtual reality can be identified. These QoS requirements include [1] , [4] :
x reliability and integrity;
x an acceptable end-to-end delay; x multiplexing of various data rates resulting in high network bandwidth; x low data error rate (BER -Bit Error Rate); x low latency; x constant jitter. Studies show that the acceptable limit of time delay in terms of a surgeon's perception of safety is roughly 330 ms [1] . A study in [1] shows how the interactive Internet gaming is affected by the end-to-end delay. The results are presented in Table 1 . 
Approach for assuring QoS for information transmission in telerehabilitation systems
Because of the various transport protocols and telemedicine technologies existing, we propose adaptable and scalable framework for tele-rehabilitation. Its main functions are:
1) providing abstraction and generalization of the transmitted data among telemedicine devices from different vendors. This way, the network infrastructure is transparent;
2) Data Tunneling for meeting various QoS requirements;
3) M2M communication capabilities for telerehabilitation devices from different vendors; 4) General and scalable application software for all telemedicine technologies; 5) Adaptation of the transport layer for reaching target QoS requirements.
The proposed framework is illustrated on Figure 2 . 
Proposed framework for assuring QoS for information transmission in tele-rehabilitation systems
The layer "Generalization" has the main responsibility to set the parameters for each data stream generated by a tele-rehabilitation device. It controls telerehabilitation devices, or more specifically -their output data streams. Another main responsibility is to adapt or translate different teleoperation and sensors data streams, which are sometimes unique for the device itself. The layer gives a compatibility function for all telerehabilitation devices to work together.
The main responsibility for the "M2M Communication" layer is to give tele-rehabilitation devices abilities to share and request data from each other, which is needed for taking an overall decision by a given tele-rehabilitation device. This functionality can be realized as a sublayer of the Application layer.
"Application" layer is the man-machine interface, which sets QoS requirements for the data streams. It works also like a SIP server to negotiate data stream parameters between different vendor-specific or technology-specific devices. Another function is to track communication KPIs (Key Performance Indicators), such as delays, throughput, error rate, latency, etc. This acts as a feedback for the "Generalization" and "Adaptive Transport" layers, so they can further modify data and communication parameters and thus meet QoS requirements.
The "Adaptive Transport" layer has the task to fulfill the QoS requirements for every data stream on the transport layer by using various transport protocolsexisting or novel. For transporting information, which is insensitive to delays but should be received with no errors, TCP can be used, for example for controlling a remote workplace or receiving measurements from sensors.
Because of the broad development of the Internet and associated IP networks and protocols, this is one of the candidates for providing such transport. With the use of data tunneling, QoS requirements for the transmission of different information types are met. For meeting stringent QoS requirements, a tailored protocol on the transport layer can be developed. The M2M communication capabilities assure compatibility between tele-rehabilitation devices from different vendors. This unity enables general and scalable application software for all telemedicine technologies.
The information with particular requirements for network performance can be separated into different traffic flows. Each of these flows should use a distinct stack of protocols, tailored to fulfilling the requirements posed by this type of information.
As the technologies and services in the networks evolve, backward compatibility should be maintained, so that devices from both newer and older generations can interoperate together.
Conclusions and Future Work
The proposed communication framework for telerehabilitation systems with QoS guarantee provides abstraction and generalization of the transmitted data among various tele-rehabilitation devices. Hence, the network infrastructure is transparent to the communicating devices. interoperability. Adaptation in the transport layer protocols is a means to reach target QoS requirements. As a result, the framework can serve to develop generalized and scalable application software for all telerehabilitation technologies.
The communication between tele-rehabilitation systems has to be designed in such way, so that it allows compatibility between devices from different vendors and of various generations, and provides openness of the underlying protocols and methods.
The next steps in the development of the common communication framework for tele-rehabilitation systems would include a more elaborate selection and design of the protocols in each layer should be performed. After a protocol stack has been chosen, the integrity of the whole stack shall be tested and evaluated. This can be done by simulating the interoperation of separate protocols and devices or by implementing the stack in tele-rehabilitation systems and devices.
